UN AN NHAN DAN CONG HOA XA HOLCHUNGHIA VIET NAM

NATRUONG SON Doe lip - Ty do - Hanh phiic
SO HIRQDAUBND Tricmg Son, ngay 05 thang 12 nam 2023

QUYLT DINH
Ban hnh cxu‘\' ehé bito dsine an todn thong tin, an ninh mang
LG thong mgng ndi b ciin UBND xit Trudng Son

- UY BAN NIIAN DAN XA TRUONG SON
Con et Lugt 16 (:/nhl‘ Chinh quyén dja phwong 19/6/2015; Ludt sia doi
hid sung mot 8O didu ('liq Luqt 16 ehire Chinh phii va Luat 16 chitc chinh quyén
dja phwong ngay 22/1172019;

Can ete Lt Cong ngh¢ thong tin ngay 29 thang 6 nam 2006;

Can cte luge An toan thong tin mang ngay 19 thang 11 nam 2015;

Can cte Lugt An ninh mang ngay 12 thang 6 nam 2018;

Can cte Nehj dinh s6 64/2007/ND-CP ngay 10 thdang 4 nam 2007 ciia
Chinh Phii Ung dung c¢ong nghé théng tin trong hoat déng ciia co quan
nha nude;

Can e Nghj dinh sé 85/2016/ND-CP ngay 01 thing 7 nam 2016 ciia
Chinh phii vé dam bdo an toan H¢ thong mang ngi bg theo cd'p do;

Can cir Nehj dinh s6 142/2016/ND-CP ngay 14 thdng 10 nam 2016 ciia
Chinh phti vé ngan chiin xung dgt thong tin trén mang;

Cén cie Nehi dinh sé 53/2022/NP-CP ngay 15 thdng 8 nam 2022 ciia
Chinh phii quy dinh chi tiét mot 56 diéu ciia Ludt An ninh mang,

Can cir Quyét dinh s6 01/2021/Q0D-UBND ngay 19/01/2021 ciia UBND
tinh vé vige ban hanh Quy ché bao dam an toan thong tin mang trong hoat déng
g dung Cong ngh¢ thong tin ciia cdc co quan nha nudc trén dia ban tinh;

Can cir Quyét dinh s6 3691/QD-UBND ngay 20/6/2023 ciia UBND huyén
vé vige Ban hanh quy ché bao dam an toan, an ninh mang Hé thong Mang néi
bo eria UBND huyén Dire Tho;

Theo dé nghi ctia céng chire Vin phong - Thong ké, eong chite vin héa,
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QUYLET DINH:
Pidu 1. Ban hanh kém theo Quyét dinh nay Quy ché bio dam an toan
thong tin, an ninh mang hé théng mang ndi by cia UBND xa Trudng Son
Didu 2. Quyét dinh nay c6 hiéu luc thi hanh ké tir ngay ky.
Pidu 3. Cong chic Vin phong -Théng ké, Cong chirc Vin hoa-Xa hoi, cac

to chirc, ca nhan c6 lién quan chiu trach nhiém thi hanh Quyét dinh nay./.

Noinhan:

- Nhu Diéu 3;

- Phong VH-TT huyén ;

- Chu tich, Phé CT UBND x3;
- Luu: VT, VH.
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il ‘ QUY CHE
Bio dédm an toan thong tin, an ninh mang hé thong mang ndi bd
ciia UBND xi Trudng Son
(Ban hanh kém theo Quyét dinh s6 118 /QD-UBNDngay 05 thang 12 ndm 2023 )

Chwong I:
QUY DINH CHUNG

Ditu 1. Pham vi diéu chinh va doi twong ap dung

1. Pham vi diéu chinh

Quy ché nay quy dinh cac chinh sach quan l)’/ va cac bién phap nham bao
dam an toan théng tin, an ninh mang h¢ thong mang ndi b UBND xa
Truong Sonquan tri, van hanh (sau day goi tht 1a Hé thdng mang ndi bg), bao
gom:

- Pham vi quan Iy vé vit ly va logic cta to chirc;

- Céc tmg dung, dich vu hé thdng cung cép;

- Ngudn nhan lyc bdo dam an toan thong tin.

2. Béi twong dp dung

a) Can b, vién chirc va ngudi lao dong thudgc UBND xa Truong Son

b) Co quan, tb chirc, c4 nhan c6 két ndi, str dung Hé théng mang noi bd tai
UBND x4 Trudng Son

c¢) Co quan, t6 chire, ca nhin cung cap dich vu quan ly, van hanh, duy tri,
phét trién va bao dam an toan thong tin mang phuc vu hoat dong cua Hé théng
mang ndi b

Giai thich tir nglr

Trong quy ché nay, cac tir ngi dudi day dugc hiéu nhu sau:

1. An toan thong tin mang: La su bao vé thong tin, Hé théng mang ndi bod
trén mang tranh bi truy nhap, sir dung, tiét 1, gian doan, stra doi hoic pha hoai
trai phép nham bao dam tinh nguyén ven, tinh bao mat va tinh kha dung cua
thong tin.

2. Mang: 14 méi trudng trong do thong tin dugc cung cdp, truyén dua, thu
thap, xir ly, luu trir va trao d6i théng qua mang vién théng va mang may tinh.

3. Hé théng mang ndi bd: L tip hop phin cimg, phdn mém va co s& dir
lidu duoc thiét 1ap phuc vu muc dich tao lp, cung cap, truyén dua, thu thap, xir
ly, luu trif va trao d6i thong tin trén mang.

4. Chii quan Hé théng mang ndi bo: La co quan, t& chirc, ca nhan c6 tham

quyén quan ly tryuc tiép dbi voi He théng mang ni bd.
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SUNU O an todn thdng tin mang: La vide thong tin, He thonq mang noi bo

3 l

Bady naay gl dnh huong ot tinh nguyen ven, tinh bao mat hodc tinh kha

N

ST
\‘-\‘.\‘\\L

o R o an tadn thong tin mang: La nhimg nhan t6 chi quan hogc khach
Quan Ao Lhd ndng dnh hudng to1 trng that an toan thong tin mang.

b \

Danh 2l i o an todn thong tin mang: La vige phat hi¢n, phan tich, udc
RIS e J Y tdn ha, mol de doa ddi voi thong tin, H¢ thonv mang noi bo.

S Quadn I mit ro an todn thong tin mang: La viée dua ra cac bién phap
rhim 95..‘ a thidh rdi 1o an todn thong tin mang.

Pidu 2. Mye tidu, nguyén tic bio dim an toan thong tin

LM & bao dam an todn thong tin

R0 v thing tin, H théng mgng ndi b trén mang tranh bj truy nhap, sir
dung, t 1, aldn dogn, stra ddi hode pha hogi trai phép nhim bao dam tinh
nawyn ven, tinh bio mdt va tinh kha dung cta thong tin Hé thdng mang ndi bo

2. Nauvdn e

2) Co quan, 1 chire thude ddi tuong dp dung Quy ché nay c6 tréch nhiém
B0 dam an todn thong tin va HS théng mang ndi b trong pham vi xir ly cong
Vi cha minh theo quy dinh cia phap lugt, huéng dan cta co quan, don vi c6
thim quydn va ede quy dinh tgi Quy ché nay.

b) Bio dim an todn thong tin (ATTT) 14 yéu cau bét bude, phi duoc thue
hign thudmg xuyn, lidn e trong qua trinh:

1. Thu thip, o 1§p, xur Iy, truyen tai, hwu trir va sir dung thong tin, di ligu.

i, Thidt k&, thidt 13p va v@n hanh, ning cép, hiy bo Hé théng mang néi bo.

¢) Vide bao dam an toan H¢ thdng mang ndi bdduge thue hién mot cach
tdng th, ddng by, tdp trung trong vige du tur céc giai phap bao vé, ¢6 su ding
chung, chia s& tai nguyén de &1 wu hidu niing, trdnh dau tu thira, tring 13p.

Ditu 3. Nhirng hanh vi nghiém ciim

Cac hanh vi by nghiem cdm quy dinh tai Diéu 7 Ludt An toan thong tin
mang v Dicu § Ludt An ninh mang.

Ditu 4. Phdi hop véi nhiing co quan/td chire ¢6 thim quyén

1. Diu mdi lidn h, phdi hop véi cdc co quan, t6 chire ¢6 thim quyén quan
Iy vo an todn thong tin:

UBND xa giao Cong chire phy trich Vin héa - Xa hoi (chuyén trach
CNTT)A ddu méi lien h, phdi hop cde co quan, t chirc cé tham quyén quan ly
ve an todn thong tin phuc vy vige bio dam an toan, an ninh mang cho Hé théng
mang ndi by,

2. Diu mdi lien h¢, phdi hep véi cic co quan, td chirc trong cong téc hd trg
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dicu phoi xir ¥ sur ¢6 an toan thong tin:
a) UBND xa Truong Son
- Ngudi lién hé: Nguyén Thi Hoa
+ S0 dién thoai: 0985 457 123
+ Email: Hoadung.ts@gmail.com
b) UBND huyén Birc Tho
- Dién thoai: 02393.831.436
- Dia chi: Thi tran Duc Tho, huyén Dirc Tho, tinh Ha Tinh.
- Nguoi lién hé: Vuong Thi Huyén, Chuyén vién, Phong Van héa - Thong
tin, UBND huyén Pirc Tho.
+ 86 dién thoai: 0974372525
+ Email: huyenvt.dt@hatinh.gov.vn
¢) S& Théng tin va Truyén thong tinh Ha Tinh
- Dién thoai: 02393606789
- Email: ttentt-tt@hatinh.gov.vn
- ia chi: S 18, dudng 26/2, Thanh phd Ha Tinh.
- Thanh vién thudng trze: Ong Nguyén Thanh Lam - Phé Gidm déc Trung
tdm Cong nghé thong tin va Truyén thng, S& Thong tin va Truyén thong Ha Tinh.
+Dt: 0914237788
+ Email: ntlam.stttt@hatinh.gov.vn
d) Cuc An toan thong tin/Trung tam l'J’ng ctru khén cép khong gian mang
Viét Nam (VNCERT/CC)
- Ngudi lién hé/bd phan: Phong Ung ciru sy cd
- S6 dién thoai: 0869 100 317
- Email: ir@vncert.vn
- Béo céo sur cd qua nén ting diéu phoi, xir Iy sur ¢d an toan thong tin mang

quéc gia: https://irlab.vn

- Béo cdo su ¢d qua website cia VNCERT/CC: https://vncert.vn

3. Thudng xuyén tham tham du céc 16p dién tip dam bao an toan théng tin
mang; 16p dio tao, tap hudn chuyén siu vé an toan thong tin mang khi c¢6 yéu
cAu clia cdc co quan, to chirc cé tham quyén .

Pidu5. Bio diam nguon nhén lye

1. Tuyén dung

Cén bd dugc tuyén dung vao vi tri lam vé an toan thong tin c6 trinh d§,
chuyén nganh vé linh vuc cong nghé thdng tin, an toan thong tin, phi hop véi vi
tri tuyén dung,

2. Trong qua trinh 1am viéc
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) I e o dam an todn thang el e s g can b gy,
(NARERTIRRITTEIN iy

VO s dyng - \ |

FANRIM S dang e el nhidm ddm o ATTL o VO g vt edng
Vi, \

PR B g AUV e quian gt ede quy dinhy VEATTT, nhim
MR a0 il e v el nhidm ddm bido AT

FERAL 0O el nhig e quan 1y, o quan thiét b md minh duee giao s
dungy gty y thay ddi, thio L thidt b,

= VLo b quan 19 v v ol h¢ thdng mgng ndi b .

FEID quan 1§ v v bk B thng phai thidt 1§ pharong phip han ehé
Ry edp mang Khdng day, pidm st v didn Khien truy ofp Khdng day, 18 ehire si
dung clhimg thire v md hda g

x A A A ! A {
b V¢ teay odp Khong dy 16i 1 thong mgng
not by,

) &* L“:\n DY quin I v vin hdah ¢ lh(\ng phai td el quin Iy djnh danh ddi
VORI ea ngundi ddng tham gia sy dung 11 thdng mgng noi b,

D) Dinh kY hing ndm 13 elire hode tham g phd bicn, tayen truydn ndng
a0 nhdn thire vé an todn thong tin cho ngudt iy dyng do don vi ehde nang 1§
chare,

3. Cham duit thay ddi eong vige

) Cén by chdm dit hode thay ddi cdng v

LI . \n . A
e phdi thu hoi thé tray cdp,
thong tin duge lru (eén ede phuong tign leu tr

T, ede trang thidt bj miy maoc,
phan etrg, phin mém v ede i sdn Khde (néu o) thuge sé b et 18 ehire:

b) B phidn chuyén trieh thyre hign vo higu hda it e cde quyen ra, Vo,
truy efp thi nguyén, quin tr he thdng sau khi edn b thoi vige,

Chwong 11:
BAO DAM AN TOAN THONG TIN TRONG
QUAN LY THIET KE, XAY DUNG HE THONG

Didu 6. Thiét k& an toan U§ thing myng ndi b

L. BJ phin chuyén trdeh xdy dyng tai lidu mé ta quy md, pham vi va déi
trgng sir dung, khai thde, quian Iy vin hanh 118 thdng, mng ndi by va thuydt
minh trong HO so d& xudt cdp d cda h¢ thing.

2. BG phiin chuyen trdeh xdy dymg i ligu mo ta thidt ké v ede thanh phin
ciia HE théng mong ndi b thuydt minh trong 14 so de xudt elp dg ctia he thdng,

Didu7. Thir nghi¢m v nghi¢m thu h§ thong

1. Bén trién khai xly dyng k& hogeh, noi dung thr nghi¢m h¢ thong tewde
Khi thyre hign thir nghi¢m va nghi¢m thu h¢ théng,
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2. Don vi vin hanh thye hién kiém thi h¢ lh(‘mg tredre khi dua vao van
hanh, khai théc theo phuong én thict ké duge phé duyét trong Ho so dé xudt cap
dg.
Chwong I11:
BAO DAM AN TOAN THONG TIN TRONG
QUAN LY VAN HANH HE THONG

Ditu8. Quin ly an toin mang

1. H¢ thong mang phai duge thiét ké thdng nhat, dugc quan ly dinh danh,
xédc thue ddi véi tit cd nguoi sir dung nhim muc dich quan 1y va bao dam an
todn va bao mat.

2. H¢ théng mang ndi by (LAN) phai dugc bao vé bing tudng lira (c6 thé
tich hop tudng lra trén modem hodc router) va phan chia hé thong mang thanh
cdc viing mang quan ly theo chinh sach an toan théng tin riéng.

3. Mang khong day (WIFI), can thiét 1ap cdc thong s an toan va dinh ky it
nhét 3 thang thay ddi mat khiu truy cép nham ting cudng cong tdc bio mét. Hé
thong mang khong déy phai dugce bio vé boi mét khAu an toan.

Pitu 9. Quin Iy an toan may chii va ing dung

1. Méy chu phai duoc thiét 1ap chinh séch xéc thuc va kiém soét truy cép.
Hé théng mang ndi bdcn c6 phudng én gidi han sé lan ding nhap, tr dong khoa
tai khoan khi lién tuc dng nhap sai vuot qua s6 1an quy dinh. Té chirc theo dai,
giam sat tat ca cac phuong phap ding nhp tir xa, nhét 1a cdc truong hop ding
nhép vao hé thong véi muc dich quan tri.

2. Kiém tra, giam sat céc hoat dong lién quan dén céc noi lru trir mat khau
va canh béo khi ¢4 nhimmg hanh dng bét thuong (Vi du: user khdng ¢d quyén
nhung c6 tinh truy xudt dén céc file luu mat khau...).

Piéu 10. Quin 1y an toan dit liéu

1. Cé co ché sao luu dir liéu du phong, luu trir dir liéu tai noi an toan dong
thoi thudng xuyén kiém tra dé dam bao sin sang phuc hdi nhim ngan ngira va
han ché khi sy c¢b an toan thong tin mang xay ra. Dit liéu trén mdy chi dugc sao
lwu théng qua hé théng sao luwu dit liéu.

2. Dinh ky hogc khi cé thay ddi cau hinh trén hé théng thyc hién quy trinh
sao luu dur phong;: tap tin cdu hinh hé théng, ban dy phong hé diéu hanh méy
chu, co s& dit liéu; dir liéu, thong tin nghiép vu va céc thong tin, dir liéu quan
trong khac trén hé théng theo yéu ciu ctia don vi van hanh,

3. Quyén truy cép phai dugc phan ra theo timg cap do tuong tmg véi timg
nhiém vu ctia nhén vién va phai dugc phé duyét tir cap trén.

Pidu 11. Quan Iy an toan ngudi sir dung dau cudi
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Chinh séch, quy trinh quan ly an toan ngudi sir dung dau cudi bao gom:

1. Vi¢e sir dung cic thict b luu trir ngoai nhur 6 cing di dong, cdc loai thé
nhd, thiét bj huu trlr USB,... phai thudmg Xuyén quét virus trude khi doc hofic sao
chép dix liéu,

2. Khéng sir dung cdc mdy tinh thudc so hiru cd nhin (may xach tay cua ca
nhin, PDA) hojic nhimg thiét bj lwu trir di dong ¢ nhan vao muc dich kinh
doanh cta céng ty. Han ché téi da vide st dung céc thiét bj luu trir ngoai dé sao
chép, di chuyén di liu.

3. Céc thiét b dau cudi khi két néi phai dugc quan 1y va cip nhat théng tin
(tén, chung loai, dia chi MAC, dia chi IP). Cén sir dung co ché xac thuc va sur
dung giao thirc mang an toan

4. B phén chuyén tréch vé an toan thong tin phai thuong xuyén theo doi,
kiém tra céc 16 hong bao mat va quén 1y két néi, truy cap khi sit dung thiét bj
dau cudi tir xa.

5. B phan chuyén trich vé an toan thong tin thuong xuyén theo di cai dt,
két ndi va g& bo thiét bi ddu cudi trong hé théng dbi véi cac nhan vién da nghi
viéc.

6. Bd phén chuyén trach vé an toan théng tin thuong xuyén theo doi cAu
hinh t8i wu va ting cudng bao mét (cimg hda) cho mdy tinh nguoi sir dung va
thuc hién quy trinh truéce khi dua hé théng vao sir dung,

Pi¢u 12. Quan Iy rii ro an toan thdng tin mang

Don v van hanh xay dung va ban hanh H6 so Quén ly rii ro an toan thong
tin bao gdm céc ndi dung sau:

1. Danh muc tai san thong tin, dit liéu c6 trong hé thong.

2. Péanh gia céc rui ro an toan thong tin doi voi mdi loai tai san.

3. C6 phuong én du phong va khoi phuc sau su ¢6 déi véi thong tin, dir ligu
va g dung.

Pidu 13. Két thic vin hanh, khai théc, thanh Iy, hity bo

Ca nhén hodc tap thé c6 trach nhiém bio ddm an toan thong tin mang trong
quén ly, sir dung thiét bj cong nghé théng tin duge giao.

1. Quy dinh hity bo céc thong tin/dir liéu bao mat Khi sira chira, khic phuc
cac sy ¢d clia mdy tinh ding soan thao vin ban mat, cic phong, don vj phai béo
cdo cho ngudi ¢ thim quyén. Khéng duge cho phép céc td chirc, ca nhan khong
¢6 trach nhiém truc tiép sira chira, xtr 1y, khic phuc sur cb.

2. Quy dinh vé xir ly va hity bo phuong tién luu trir dién tir

a) Thiét bi CNTT c6 chira dir lidu (may tinh, thiét bi luu tri, ...) khi bi
hong phai duge can bd chuyén trich vé cong nghé théng tin kiém tra, sira chita,
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ihic phuc. Phai c6 bién phéR kiém tra, gi4m sét dim bao khéng dé lot 16 thong
tin hay ldy nhiém mi doc doi véi may tinh mang ra bén ngoai sira chira, bao
hanh.
b) Trudce khi tién hanh thanh Iy/loai bo thiét bi cong nghé thong tin cii, phai
ap dung céc bién phap ky thuft xoa bd hoan toan dir liéu ngudi ding da tao ra,
dam bao khong thé phuc hoi.

3. Quy dinh vé xur ly thong tin trén cac phuong tién va thiét bi CNTT:
Trang thiét bi cong nghé théng tin cd luu trir dit liéu nhay cam khi thay ddi muc
dich sir dung hodc thanh 1y, don vi phai thuc hién cac bién phéap x0a, tiéu hiy dir
lidu d6 dam bao khong cé kha ning phuc hdi. Truong hop khong thé tiéu hiy
dugc dit liéu, don vi phai thyuc hién tiéu hiy cdu phan luu trir dir liéu trén trang
thiét bi cong nghé théng tin dé.

Trang thiét bj cong nghé théng tin c¢6 bd phan luu trir dir liéu hodc thiét bi
lvu trit dit liéu khi mang di bdo hanh, bao dudng, sira chira bén ngoai hodc
ngimg sir dung phai théo bé phan lu trix khoi thiét bi hodc xda thong tin, dir liéu
Iuu tri¥ trén thiét bi (trir truong hop dé khéi phuc dit lidu).

Chuong IV:
TO CHUC BAO PAM AN TOAN THONG TIN

Piéu 14. Trich nhiém cia UBND xi

Thuc hién trach nhiém theo quy dinh tai Piéu 22 Nghi dinh 85/2016/ND-
CP ngay 01 thang 7 nim 2016 cua Chinh phu vé bio dam an toan Hé thong
mang ndi bd theo cip do.

Didu 15. Trich nhi¢m ciia Cong chirc viin hoa

1.Cong chirc van hoa la b phan chuyén trach vé an toan thong tin, co trach
nhiém bao dam an toan thong tin cho Hé thong mang ndi b va la ddu mdi lién
hé vai cic co quan cp trén c6 thim quyén dé dam bao an toan, an ninh théng
tin mang noi bg cta don vj.

2. Tuén thi cic quy dinh vé trach nhiém ciia by phan chuyén trach vé an
toan théng tin duoc giao tai Quy ché nay.

Piéu 16. Trich nhiém ciia ngudi ding

Thue hién nghiém tic céc quy dinh vé quan 1y, van hanh hé thdng tai don
vi theo diing céc quy dinh hién hanh. Chép hanh ding céc quy dinh vé an toan
théng tin tai Diéu 12 Quy ché nay.

Piéu 17: Trich nhiém ciia cdn by quin ly van hanh hé théng

1. Giao Cong chirc Van phong - Théng ké lam nhiém vu van hanh, quan ly
hé théng mang ndi bo ctia don vi.
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2. Cong chirc Vin phong - Thong ké ¢6 trach nhi¢m xay dyng va 0 chire
thue thi chinh sach bao dam an toan thong tin cho hé thong mang ndi bo cia don
VI.

3. Cong chirc Vin phong - Thong ké ¢ trach nhiém tham muu Lénh dao
don vi td chirc thuc hién cac nhiém vu cta don vj vén hanh H¢ thong mang noi
b6 theo quy dinh tai Nghi dinh s6 85/2016/ND-CP ciia Chinh pha, Théng tur s
12/2022/TT-BTTTT ciia Bo Thong tin va Truyén thong va cic hudng dén
chuyén nganh vé cong tac bao dam an toan thong tin cho Hé théng mang noi bo
cua don vi.

4. i véi céc dich vu yéu cau thué van hanh thi céng chie Van phong -
Théng ké c6 trach nhiém tham muu don vi cung cép dich vu dam béo cung cép
ddy di céc thanh phin, chirc ning; thiét ké, thiét 1ap h¢ thong dap (mg céc yéu
cau ky thudt cAp dé theo tiéu chuin TCVN 11930:2017 trinh lanh dao phé duyét
phuong an thué dich vu.

Chuong V:
TO CHUC THUC HIEN

Didu 18: XAy dung va cong bd

Quy ché nay duoc té chirc/bd phén trinh ngudi ding dau don vi van hanh
truée khi cong b p dung.

Piéu 19: Ra soit, cip nhit, bd sung Quy ché

1. Pinh ky 03 niam hodc khi ¢6 thay déi Quy ché bao dam an toan théng tin
kiém tra lai tinh phu hop va thuc hién ra soat, cap nhat, bd sung.

2. C6 hd so luu lai théng tin phan hdi ciia dbi twong ap dung chinh sach
trong qué trinh trién khai, 4p dung chinh sich an toan théng tin.
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